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Blockchain-based Digital Credentials

Streamlining Diploma verification for universities and employers
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The Business Platform for the Intelligent University
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How Blockchain works

[rata is S&nt to &

PIP mabwiork,
consisting of
EOMpubirs:
nodes
* L]
Tha Fatwoek
wvalidates the
= Eransaction &
T nhu:tll status using
WRERCion [eondangus])
A»B algorithms
D
Transactien is The new block s added to
comglets and the Blockchalin in a way
traceabie that it & immutable

926.6 MEUR
@ o

@13,6%

25 wrw

Onoe verified, the
Erangaction i
combingd with other
data to create & new
block for the ledger

.“.

Provisioning & verifying certificates and diplomas through the KU Leuven
student self-service and through SAP blockchai

Elen Lerouge ~ KU Leuven University
Lut Wilems « KU Leuven University
Rob Jonkers ~ Sokston Director SAP Migher Education
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Innovation Technologies at itelligence

Product Development (Guidelines, SCP & OnPrem)
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Blockchain related Innovation projects

1. Track & Trace solution: IoT + Blockchain
integration

= Sensor data (Temperature)
= Tracking Exceptions on Blockchain

2. Automatic Car Damage detection
= Image Recognition (IR) + (AR)
= Convolutional Neural Networks (ML)
= Blockchain

3. Digital Credentials
= Proof of Credentials
= SAP SLcM - SuccessFactors Learning — Blockchain




Blockchain on SAP Cloud Platform (BaaS)
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MultiChain and Hyperledger Fabric on SAP
Cloud Platform:

« Create a Blockchain node and connect to it

- Build Blockchain extensions for existing
applications

- Integrate into existing blockchain platforms.

- SAP Blockchain service
 Blockchain as a common and shared data
layer (Integration)

« SAP manages instances and applications.
We can use it in a few steps

Core SAP SLcM processes are kept intact and
innovation has been driven via SAP Cloud Platform




Integration scenario’s
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The risk and cost of (fake) diplomas

= Three categories of Fake diplomas:

1. A diploma that seems to be issued by an accredited institution, but
the diploma is in fact produced illegally

= The person who bought the document has never studied at the institution

2. Diplomas that are issued by accredited institutions, but the holder of the
diploma has changed information in the document (grades).

3. Fake diplomas issued by Diploma mills (fake universities).

= Diploma mills grant ‘degrees’ to people who pay for this service, but do not offer
any educational training.

= Current cost of diploma verification:
= 200%/applicant
= 3-6 weeks/applicant

@ 2,615
Estimated number of diploma

mills in the world.

i & Associate Degree $140
tfp’r L Bachelor Degree $150
cREDE & Master Degree  $175

[FEEELE' & Doctorate Degree $190

L Professorship $210

How Blockchain Can Stamp Out
China's Fake Diplomas



https://en.wikipedia.org/wiki/Diploma_mill

Issuing Digital, Blockchain-verifiable diplomas

= Blockchain has at the core the following key attributes:

= Self-sovereignty = Provenance

= Identity = Immutability

= Trust = Disintermediation
= Transparency

The most promising of all use cases for higher education centers around
transforming the “record keeping” of degrees, certificates and diplomas. In
essence, it is about making these credentials digital and self-sovereign (see

Note 2). That means that it places the credentials under the learner’s control Gartne ©
without the need for an intermediary to prove or verify the credential.




Blockchain-based Digital Credentials
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“Blockchain-based digital credentials eliminates the
need for a central authority (intermediary) to prove or

verify the diploma and streamlines the process of

recruiting”

Prevent Fraud

Move away from non
value added work

Record Holder

=  Full control over
credentials & Data

Verifier

= Single place to collect
and manage credentials

Instant verification



Certificate Issuer
(Universities, HR

Solution deSIQ N department, Recruiter)

L 2. Put the hash of the diploma onto the blockchain
5 and send the diploma to a student by email.

Student Web site for putting
diplomas onto blockchain

L L — T--.E,. :E'E;} HaSh API
— =
a
3. The student share the diploma Hash
with recruiters by email. S———
o —r
= <}
e =
T
1 o
> 0
L« © L
o £ Verification
— 2 gl "
Company |2 8 :_E £
(Recruiters) (m] _’
ooo 0 -8
°Mmein =

4. Verify whether the diploma is genuine or not
by recalculating the hash with the web site. Blockchain



Multichain on SAP Cloud Foundry

= SAP manages instances and applications.
MultiChain on SAP Cloud Platform We can use it in a few steps

1. Create a new stream 2. Create a stream item

1 The first stage is to create a new stream. which we'll call 'tracking'. This uses a true boolean, indicating that anyor] 2 The next stage is to create a stream item, which in this case is a sales order with the reference 4711

To do this, execute the following JSON-RPC call to your primary node: To do this, execute the following JSON-RPC call to your primary node:

POST HTTP/1.1 POST HTTR/1.1
Host: maas-proxy.cfapps.sap.hana.ondemand.com//rpc Host: maas-proxy.cfapps.sap.hana.ondemand.com//rpc
(HEADER) apikey: (HEADER) apikey:
(BODY) {"method": “create”, "params": ["stream”, "tracking”, trues]} (BODY) {"method": "publish™, "params": [“tracking", "4711", "73616c6573286F726465722063726561746564™ ]}
If the request is successful, the new stream will appear in the Streams section of your MultiChain dashboard: As you can see, this JSON-RPC command requires three parameters; the stream name, the key, and the value in hex for

Streams section of your MultiChain dashboard:

Node Information

Streams of mc-4458974495979555836 [ MNode Information
- Streams of mc-4458974495979555836
= Transactions
Count: 2 = Transactions
Count: 2
B Blocks Cpen Stroam Q $  Blocks Oven Stream Q
Streams Streams
©® Asses STREAMS 3 Assets STREAMS
Permissions Permissions
root (0-0-0) root (0-0-0)

0 keys, 0/0 items confirmed 0 keys, /0 items confirmed

tracking (30-265-26544)

1 keys, 2/2 items confirmed

tracking (30-265-26544)
1 keys, 212 items confirmed

Source : https://help.sap.com/viewer/a420aed7df4343c29ce7587bbed77f11/BLOCKCHAIN/en-US



Blockchain Application Enablement

Blockchain Technologies Blockchain Services Business Applications
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= Timestamping: The process of securely keeping track of the creation and modification of a document
(date/time).

= eg: Proves that an object exists at a certain date/time (eg. Asset, Material, Document)
= Proof of state: Documents the complete state of an object, usually once

= eg: End-year Financial reporting for company and subsidiaries.
= Proof of history: Keep track of delta updates to an object

= eg: Manufacturing business uses machines replicated by a digital twin in the cloud. If an attribute changes, the
audit trail (details of the revisions) can be retrieved and reviewed

= Blockchain Service Enablement scenarios (Triggers):
= Calling APIs Using ABAP

Calling APIs from the API Hub

Calling APIs from a Standalone Web Page

Calling APIs from an SCP Business Application

Calling APIs from a Business Application with own XSUAA (User Account and Authentication)
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Digital Credential WebApps powered by SAP Blockchain

Education Certification Blockchain

File Name: Doorzoeken...

Recipient Email: | xxxyyw@example.com

Issued Date: 2016-12-31T23:59:59+00:00

Education Certification Blockchain
Expire Date: 2026-12-31T23:59.:59+00:00

Type: Assertion

File Name: ‘ Doorzoeken... ‘

Mame of Certificate: 3-0 Printmaster

Description: This badge is awarded for passing the 3-D printing knowd...
‘ Check Existence of File on Blockhcain

Calculate Hash and Send Diploma


https://itggbsleonardo-demo-edu-cert-blockchain-hash.cfapps.eu10.hana.ondemand.com/webapp/webapp/index.html
https://itggbsleonardo-demo-edu-cert-blockchain-hash.cfapps.eu10.hana.ondemand.com/webapp/webapp/index.html
https://itggbsleonardo-demo-edu-cert-blockchain-verificaiton.cfapps.eu10.hana.ondemand.com/webapp/webapp/index.html
https://itggbsleonardo-demo-edu-cert-blockchain-verificaiton.cfapps.eu10.hana.ondemand.com/webapp/webapp/index.html

Digital Credentials powered by SAP Blockchain
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SAP Cloud Platform

SAP Cloud Platform Cockpit
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SAP Multichain Dashboard

SAP MultiChain Dashboard tom.saeys@itelligence.be

Node Information = |— =
streamg

st Stream EducationBlockchain-test-01

Blocks

Str
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Assets

Upgrades Block: undefined from

SAP SAP MultiChain Dashboard tom.saeys@itelligence.be

Node Information r 7
Slreams / 964-266-40786 /
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Streams
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Confirmations: 0
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Referenced Keys:




Benefits and Outcomes

Business/Social

= Credibility and
Trust between
Student/Applicant and
Company

= Faster and Easier
Recruitment Procedure

= Lower
administrative cost
by real-time validation
and verification

= Value added service
to improve HR service

IT

= Enhanced
Technologies in
Digital Credential
service:

= SAP Cloud Platform
= Blockchain

= Object Storage

= UX

Human Empowerment

= Enhanced user experience
through digitization,
enhanced technologies in
Digital Credentials and
Recruitment

= Transparency overall

= Learner is in control of
degrees, certificates and
diplomas

= No need for an
intermediary to prove or
verify credentials




Conclusions

= SAP Cloud Platform can easily be used to deploy and integrate innovation scenarios

= Blockchain as a Service (BaaS) allows for rapid prototyping by reducing complexities of
managing a Blockchain infrastructure.

= Organisations (and industries) are adopting Blockchain at different rates
= For adoption and success of blockchain, we must address the right use cases & scenarios
= Technology vs Network:

= Joining the stakeholders in a (permisionned) Blockchain network/Consortium is the real
challenge

- We are open for CO=-INNovation projects in Blockchain with you !




Questions?
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